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What's Spam and Why Should | Filter It?

If you've ever had an e-mail account, you know about unsolicited commercial e-
mail, or Spam. Ads for Viagra, adult content, the latest diet craze and other
marketing offers fill up your e-mail inbox and make it difficult to find messages
from family and friends.

Your Internet service provider understands that you have e-mail in order to keep
close with those in your circle—and not to receive a flood of Spam!

That's why we’ve given you power over your e-mail inbox with three Spam
filtering options.

Friends Circle Gives You Control

To give you the power to reject Spam, your ISP has given you control of your e-
mail inbox with the Friends Circle. With the Friends Circle, you specify the
addresses from which you will or will not accept e-mail.

With this powerful solution, you can specify to receive or reject e-mail from an
individual address or an entire domain (see table below).

E-mail Type Examples

jdoe@ltis.net;

epresley@yourdomain.coop

Individual address

Entire domain @aol.com; @earthlink.net

Add newsletters and online shopping favorites

If you subscribe to electronic newsletters or shop online, include those domain
addresses in your Friends Circle.
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Setting the Spam Filter

Login to the AdminTool using your user name and password.
Select Spam Filtering from the menu on the left (Figure 1).
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Figure 1

Three Filtering Options

At the Spam Filtering screen, select the level of Spam filtering that you would
like from the dropdown menu (Figure 2). Descriptions of each level follow the

dropdown menu.

After selecting the Spam filtering type, click the Next arrow to access the next
screen. The screen that appears next will depend on the type of Spam filtering

selected.

The remainder of this section of the manual will describe and illustrate each

Spam filtering level.

- Unnge Setings i g
- Chanps Pagsward

.m;.,:r':.g Please chopse a Spam fherng kethad:

i Ao Raply

SR Emas gpam Dalasan with Frinnds Cirels
~Frenipags

e " take sure you never mizs e-mal fom the peaple who malter most: your friends and famity. ozt
PapiieStapeer  5rs Wil want 0 powsr and Jesibel iy ol this level of Spam prosection. Vau s G lewl of Spam
Defan= pou wanl and defne wour Friesds Crcle by alowing =mail fiom =pecifc addressss or
Lagin: Grdg impesge  HOManG. Wiih Spam Detanss and Friands Cincka yoo ged ihe e-snall you wanl yet back tha e-mal you
Logos

donitt

Friends Circle dnly

e nidea Your Friends ik alres pou 1o meare emal only fam the sddesses or domane thal you sdbonize,
W wau subsonbe to mailng lists, Be swe b include tase addesses in your Frands Gicle.

Faignde Circly with Conlinmation

Almasl al spam iz saml by automated comguler systams. To help provent automaled spstems from
aafding pou frail, anyona nol @ yoer Fosnde Ciclk will be saquesiiad 10 sthenlicate or prive ey am
human. This helps 1o stop emails fom atomated systems fom showing up in yowr nbosl Epou

B T aubseria ln maling ks, be sure 0 echade thise eddiasias i pow Fisnds Cinck:

N S ‘ﬁ;{{: Spam Fillaring Type: Spaann Diarkares @wnth Friem s Ciicla (=
B Zpam Dodengowith Frignds Cincks

Frigrte Cincla Onky
“|Frierds Carclo with Candrmebon

Figure 2

| Wa amphoy addbional Spam probach

il el rmach youre wuur Frigeds Gadla,

rarsun E-mal Sloded by fhare sareer



Spam Filtering From Your ISP

Spam Defense with Friends Circle

This is the default option. Never miss e-mail from the people who matter most:

your friends and family. Most users will want the power and flexibility of this
level of Spam protection. With Spam Defense and Friends Circle you get the e-
mail you want yet block the e-mail you don't!

Select

To set, select Spam Defense with Friends Circle from the dropdown menu on the

Spam Filtering screen (Figure 2).
Click the Next arrow to access the Spam Filtering — Spam Defense with
Friends Circle screen (Figure 3).
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Figure 3

Set the level of Spam Detection and Blocking from their respective dropdown
menus (see table below).

Spam Detection Levels Spam Blocking Levels

High—99.94% Spam detected Block ALL mail flagged as Spam

Medium—90% Spam detected Block most Spam

Low—=80% Spam detected NONE—Do not block Spam

NONE—No Spam detected
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Define

Next, define how Spam is managed via flagging and folder options.

Then, define your Friends Circle by entering those individual addresses or
domains from which to accept e-mail as well as those from which to refuse e-
mail.

Accept
Click the Next arrow to access the Change Settings — Verify screen (Figure

4).
Change Settings - verify

I
Verify that the settings below are correct, then click on "Make Changes”.
If the settings are incorrect, click on your browsers "back” button to make changes.

If you are changing your password, you will be prompled to re-login with your new user name and
password as soon as you lry doing any other functions in the admintool,

Password: jailhouse

FrontPage Access: Off

Site Creator Template off

Access:

Spam Filtering Type: Spam Defense with Friends Circle
Detection: Medium - 90% Spam Detected
-Blocking: Block most Spam

When spam is detected:  Set your Subject Flag to: ™Possible_Spam™
Forward all e-mails to:
Auto-Reply Off

!
:

Make Changes

Figure 4

To accept the changes to the account, select the Make Changes button.

Friends Circle Only

With this setting, users receive e-mail only from the addresses or domains
included in the Friends Circle.

Select

To set, select Friends Circle Only from the dropdown menu on the Spam Filtering
screen (Figure 2).

Click the Next arrow to access the Spam Filtering — Friends Circle Only screen
(Figure 5).
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Define

Define your Friends Circle by entering individual addresses or entire domains.
If the user subscribes to electronic newsletters or receives computer-generated
e-mail from online shopping sites, the user should include those domains (such
as “@amazon.com” or “@ebay.com”) in the Friends Circle.

Accept
Click the Next arrow to access the Change Settings — Verify screen (Figure

6).
Change Settings - Verify

o
Yerify that the settings below are correct, then click on "Make Changes".
If the settings are incorrect, click on your browsers "back” button to make changes.

If yow are changing your password, you will be prompted to re-login with your new user name and
password as soon as you by doing any other functions in the admintool.

Password: jailhouse
FrontPage Access; Off
Site Creator Template
i Off
Access:
Spam Filtering Type: Friends Circle Only
Forward all e-mails to:
Auto-Reply: Off

hake Changes

Figure 6

To accept the changes to the account, select the Make Changes button.
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Friends Circle with Confirmation

Almost all Spam is sent by automated computer systems. To prevent automated
systems from sending you mail, any address not in your Friends Circle will be
requested to authenticate or prove they are human. This helps to stop emails
from automated systems from showing up in your inbox!

Select

To set, select Friends Circle Only from the dropdown menu on the Spam Filtering

screen (Figure 2).
Click the Next arrow to access the Spam Filtering — Friends Circle with

Confirmation screen (Figure 7).

Usar Tools  Domain Taals

b ey
ity b
Wiy iser Fiipnth Cicle' Confamed:

Brostcasd Emall Accapd samall fream the following Hever accapt = mall fram the following

E:".’l:“l’-':':';: e-mall addreses ar domains Peading o.mall addsnssns emall addresses or demalns:

Mrmher bnfa nal om | o pandng P25 nnck e paneg G

Dot Satiings o i B minds ping pom
mmaEnon.oom | IEjos com

Lagin: Ardran

Curprian

= ; &

IR

| dd || Femowr | i :
[ehriimeEdnman com
Entar &.mail addresz ar domain

T e e PRI T T T L ST o T
@ T alow erbloch ap irdtddnal s-mall sddna. swhr e comphibs srall addnar Bor wameda, | chrakadido nain cerd
B T glew i Blavk awoesbin dnmae, anini P o i J8dves [ i e b, Kdoman fonl

| o Wy awpley aderional Taam princtizy Wl feon med Toer dvems mpcking 2o o mvad mrey. E-rvad Blacked by b susan ol as gk vy
| | et weih i pad bdwd D0l ad 6 B BRNIE 0 i Friehd Cinds

- - K laer
| = Recsres rigudy pansing ooy mpa Hod | rr

Figure 7

Define

Enter e-mail addresses to be included in the Friends Circle as well as those that
are to be blocked. Users may enter individual addresses or entire domains.

If the user subscribes to electronic newsletters or receives computer-generated
e-mail from online shopping sites, the user should include those domains (such
as “@amazon.com” or “@ebay.com”) in the Friends Circle.

Accept
Click the Next arrow to access the Change Settings — Verify screen (Figure
6).
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Change Settings - Verify

d
“erify that the settings below are correct, then click on "Make Changes”.
If the settings are incarrect, click on your browsers "back” button to make changes.

If you are changing your password, ou will be prompted to re-login with your new user name and
password as soon as you try doing any other functions in the admintool.

Password: jailhouse

FrontPage Access: off

Site Creator Template
] Off
Access:

Spam Filtering Type Friends Circle with Confirmation
Forward all e-mails to:
Auto-Reply: off
take Changes
Figure 8

To accept the changes to the account, select the Make Changes button.

Subscribers Must Manage Mail with Confirmation

If you select Friends Circle with Confirmation, you will need to manage your mail
in order to ensure that you receive all of the mail you want.
To get all of your mail, we recommend that you “two-step your way to less
Spam” by:
= Creating a Friends Circle that includes

Friends and family with whom the user corresponds
Electronic newsletters
Domains for sites like e-Bay or favorite shopping sites
Checking the AdminTool for “Pending” addresses
“Pending” addresses are those that have not responded to the
challenge. If the challenge has not been taken within one week,
the address will be blocked.
= Subscribers will be able to add pending addresses to the Friends

Circle or the Block List at any time by logging into the AdminTool.

= O 0O

@]

“Confirmation” Challenges E-mail Senders

When users set Friends Circle with Confirmation as the Spam filtering level,
any sender of e-mail will be asked to take a “challenge.” Unless the sender
takes and passes the challenge, the user will not receive e-mail from that sender.

The Challenge is easy (if you're human)

When e-mail is sent to an account that has Friends Circle with Confirmation set,
the sender receives the following message:

Hello,
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In order for me to receive the e-mail that you recently sent,
please click on the link below and follow the simple instructions
provided. By doing so, you will be added to my list of approved
senders and will be able to send messages without any further
intervention.
Please take this action within a week of receiving this email.
IT no action is taken, I will not receive your message. Your
help allows me to filter out my unwanted email!
[Link removed]
Thank you,
[User name]

Upon clicking the link included in the e-mail, the sender sees the following screen

and must select the correct animal that is represented in the pictures (Figure 9).

These animals are:
O Bears O Kangaroos
O cows O Lions
ODogs O Monkeys/Apes
O Elephants O Pigs
CHorses O Snakes

Click here if you hawe no idea what the animal is and you want to wiew another set.

The animals appear distorted to make it difficult for an actomated
COMpUter program to guess what the picture are of .
Humans are great pattemn matchers while computers are not.

Figure 9

The images (in this illustration, of bears) appear distorted in order to make it
difficult for an automated computer program to guess the animal represented.
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If the correct image is chosen, the sender receives the following message (Figure
10):

Figure 10

In addition, the sender receives e-mail containing the following message:

Hello,
Your confirmation was accepted, and so your pending message/s

have been delivered.
Thanks for your cooperation.



